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1. IT Department Advantages and Considerations 

 

Each ADRES Controller includes an embedded cellular modem with a private IP address which 

transmits all encrypted data to the cellular carrier then passes the segmented data traffic 

through an IPSEC VPN tunnel to the ADRESpro servers. All servers, switches and other network 

devices are included in the ADRES first cost setup.  See diagram 1-1 and detailed cyber secure 

network installation drawing below. 

 

The ADRES Controller system with six HVAC units per store would cost $20k to $40k less than an 

equivalent BACnet hardwired Ethernet system. The ADRES Controller does not require the 

conduit or Ethernet cable that would be run to each of the six HVAC BACnet controllers. The 

ADRES Controller also does not run on the corporate IT network and is not dependent on the 

local LAN or local ISP.  

 Corporate IT Network Advantages and Considerations: 
 

 ADRES Building Automation System (BAS) does not use Corporate WAN or LAN 

networks. 

 ADRES network 100% Isolated from Corporate IT Network. 

 No corporate IT support required for construction, implementation or operations of 

ADRES BAS. 

 No local server or network is required to monitor or control the ADRES system. 

 ADRES Controller meets the DoD level of cyber security. 

o All controllers have a private IP address that is segmented from other cellular 

network traffic.  

o All traffic is segmented by carrier and then directly routed through an IPSEC VPN 

tunnel from the ADRES Servers. 

o Access to the ADRES controllers is provided by a secure HTTPS website through 

a web browser. 

 The ADRES Controller has a built-in over-the-air firmware update utility to allow for 

changes in firmware to be executed without deployment of HVAC personnel on-site. 

 Corporate management and control over buildings, units, and all system users is 

through the secure HTTPS ADRESpro website.  

 

 
 

Diagram 1-1 ADRES Cyber Secure Network 
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ADRES Cyber Secure Installation OverviewControl System Solution

ADRES Control Series
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2. Engineering Department Considerations 

Recommended ADRES deployment is one ADRES controller for each HVAC Unit.  ADRES controller to 
be installed at the factory interfaced to standard thermostat controls with the addition of advanced 
modulating economizer control and variable frequency drive (VFD) Indoor fan control including all 
sensors.  
 
Alternatively, the ADRES can be installed in its NEMA 4X enclosure on the exterior of the HVAC unit 
and wired into the standard Thermostat interface as above.  Exterior mounting and installation 
provides easy access by maintenance personnel to check the operating status of HVAC unit using the 
status lights on the ADRES controller. 
 
Each ADRES Controller includes an embedded cellular modem with a private IP address which 
transmits all encrypted data to the cellular carrier then passes the segmented data traffic through 
an IPSEC VPN tunnel to the ADRESpro servers. All servers, switches and other network devices are 
included in the ADRES first cost setup. 
 
The ADRES Controller system with six HVAC units per store would cost $20k to $40k less than a 
BACNET hardwired Ethernet system. The ADRES Controller does not require the conduit or Ethernet 
cable that would be run to each of the six HVAC BACnet controllers. The ADRES Controller also does 
not run on the corporate IT network and is not dependent on the local LAN or local ISP.  
Additional ADRES controls are available and preconfigured to interface and control renewable 
technologies and systems that might be added in the future including lighting control, solar PV, 
battery storage, wind turbines, backup generators, etc. 
 
Each ADRES Controller includes an on-board measurement and verification reporting capability that 
that can be used for approved Utility rebate and incentives programs. 
 
ADRES system hardware and software features: 
     

 ADRES Controller hardware and point list capability (see page x). 

 ADRES Controller can be installed in HVAC unit at the factory. 

 ADRES Controller can eliminate BACnet or hardwired server (s), controller (s), conduit, 

and Ethernet runs to the HVAC units, lighting controls, etc. 

 ADRES Controller can be retrofit to existing HVAC equipment in an externally mounted 

NEMA enclosure and either Thermostat Interface or even BACnet controlled HVAC unit. 

 ADRES Controller provides all advanced capabilities and functionality of a hardwired 

BACnet controller with the addition of on-board memory of performance data. 

 Each ADRES Controller is setup to automatically forward performance, sub meter, 

control settings, set points, etc. every 15 minutes to the ADRES Servers. The elimination 

of having to “poll” each BACnet unit results in improved network efficiency and 

eliminates a single point of failure within each building. 

 The ADRES Controller has a built-in over-the-air firmware update utility to allow for 

changes in firmware to be executed without deployment of HVAC personnel on-site. 

 The ADRES Controller will record and store performance data in 15 minute increments 

in its on board memory for more than 1 year. 
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 The ADRES Controller has the ability to be hardwired via Ethernet or RS485 connection 

to local equipment if the Cellular option is not chosen or if the ADRES Controller is 

needed to interface with other technologies.  

 

 

Summary of Features and OptionsControl System Solution

ADRES Control Series
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3. Construction and Construction Management Considerations and Advantages 

The corporate construction and construction management department working with the building 
contractor and subcontractors will have a greatly reduced first cost of implementing the ADRES 
Controller system compared to a BACnet controlled hardwired system. The ADRES will eliminate all 
conduit and Ethernet hardwired cable to each individually controlled HVAC unit. There is no 
configuration of a BACnet Server, network switches, firewalls, or ISP installation costs for the ADRES 
Controlled system. The elimination of conduit, wiring, network equipment along with the 
configuration and testing of the system is expected to save $20k to $40k in first cost implementation 
per building.  
 
Specific Construction Advantages: 
 

 No Conduit and Cabling for Ethernet “hardwired” communication. 

 No WAN or LAN required. 

 No setup and configuration of network or network switches. 

 No configuration of BACnet Server. 

 No GC testing of wiring and network. 

 All programming done remotely. 

 All firmware upgrades done over-the-air. 

 No single point failure to building. 
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4. Operations and Maintenance Management Considerations 

During the initial commissioning and acceptance to the transition of the ADRES Controller system 
the facility operations center will have a seamless integration into the new system. Contractor 
notes, comments and pictures of ADRES Controller units can be uploaded and cataloged into the 
ADRESpro website for historical review and pertinent information for every individual unit.  

 
During the commissioning of the ADRES Controllers a new clean baseline for each HVAC unit system 
performance will be recorded by the ADRESpro website software for a baseline of current utilization 
of the system. This baseline of data will be used for future evaluation to determine any system 
deterioration in efficiency and performance as well serve as a baseline for savings once the ADRES 
Controller system is turned on and implemented.  
 
The ADRES Controller has built-in measurement and verification reporting which establishes a 
baseline of energy consumption versus ambient temperature conditions for trending and then 
maintaining optimum unit efficiency once the ADRES Controller is implemented.  

 
Detailed ADRES Administrator User Guides are available on line along with video tutorials on how to 
setup, configure and manage buildings, units, and users.  
 
The ADRESpro website allows authorized users the ability to monitor, configure, and record service 
notes directly from the website. The authorized user may view real time system performance and 
settings along with configuring and controlling the unit directly from the website. The authorized 
user can see the historical alarm logs and historical services logs for every ADRES Controller unit 
they are authorized to view.  
 
The ADRESpro website integrates the Google Map API with alarm color coding of the ADRES 
Controllers which allows a user a quick overview of units that are in alarm, have a warning, or are in 
a normal working condition. All alarms remain active on the map and the alarm log until the user 
has acknowledged the alarm. 
 
Many alarms and alerts can be resolved through the interface without dispatching personnel saving 
money by not having to have a technician come on-site. The Alarms also facilitate timely 
coordination and scheduling of maintenance activities by contractors and service technicians.  
 
The ADRESpro website provides a service and maintenance log for contractors and maintenance 
techs to facilitate quality control and optimal time management for maintenance service requests. 
The maintenance log has the added feature of uploading photographs and descriptions of the 
maintenance performed for quality control by corporate personnel. 
 
Service and Maintenance Advantages: 
 

 The ADRESpro website has the ability to give granular permissions to specific HVAC, 

Lighting, and other ADRES Controller units to corporate users, regional users, store 

personal, third party personal and contractors 

 Authorized users have full control over alarms, monitoring and historical trending 

through the web interface.  
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 Corporate Administrators or assigned Administrators can receive alarms and alerts by 

SMS or by Email. Different contractors and users can receive alarms specific to the 

equipment that they provide service. 

 The Alarm Log and Service Log provide clear communication between end customers 

and contractors on alarm condition and current action being taken to resolve the alarm 

or alert.  

 All HVAC, Lighting, Generator, Solar PV, Wind Turbine, and other ADRES Controller types 

automatically provide 15-minute historical performance trending. 

 The ADRES Controller has built in Measurement and Verification reports that are 

available for Utility Rebate and Incentive Programs.  

 The ADRES Controller can be setup and configured on a unit-by-unit to participate in 

Demand Response programs. 

 The ADRESpro website allows the customer and corporate office to track preventative 

and unscheduled service maintenance by the contractor. The website allows you to 

enter in maintenance notes with data, time, description, and before and after pictures 

of unit being serviced.   

 

 

ADRES Control Unit Types AvailableControl System Solution

ADRES Control Series
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5. Energy Management Department 

The Energy Management Department that is responsible for electric, gas, and water utilities can 
utilize that ADRES Controller to provide procurement strategies. With the ADRES Controller tracking 
energy consumption, trending data, and weather data the Energy Management Department can 
optimize wholesale energy procurement strategies or select an optimized utility rate structure for a 
region or buildings.  
 
The ADRES Controller can provide real-time or scheduled demand response to reduce energy costs 
while maintaining the store environment.   
 
Future addition of Solar PV and battery systems, small commercial wind turbine systems, backup 
emergency generator systems, advanced lighting systems can all be controlled, monitored, alarmed, 
programmed and configured by the corresponding ADRES unit type controller. 

   
Some of the Energy Management and Utility Highlights: 
 

 The ADRES Controller provides energy consumption, trend data, with weather data to 

project energy consumption requirements for different times of the year. 

 Automated Utility accepted and approved Measurement and Verification system. 

 The ADRES Controller can trend, graph, and report energy consumption associated with 

individual building systems (e.g. HVAC, Lighting, etc.…) 

 The ADRES Controller unit can be programmed to participate in Demand Response 

Programs. 

 The ADRES Controller uses Utility verified Measurement and Verification reports to 

participate in Utility Rebate and Incentive Programs.  

 

ADRESpro HVAC Trend Report Example 
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ADRESpro electric meter detailed report sample.  Graphical trending of the data is also available. 
 

 

 
 
 
Tabular HVAC summary M&V performance data is shown within the following report sample: 
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HVAC summary M&V performance report sample: 
 

 

 
 


